
• Real-time anti-malware protection

• Support for Microsoft® Exchange, 
including confidential Data Loss 
Protection

• Support for Linux® MTA including

–  Sendmail™

–  Qmail®

–  Postfix

–  Exim 

–  CommuniGate 

• Support for IBM® Domino® 

• Cloud-assisted  
anti-malware, anti-spam and anti-
phishing

• Zero-hour vulnerability protection

• Malicious URL filter

• Backup and reporting

• Flexible rules for email processing

• LDAP support

• Managed through Kaspersky 
Security Center

Kaspersky Security for Mail Server provides outstanding protection for traffic 
running through mail servers from spam, phishing and both generic and advanced 
malware threats, even in the most complex heterogeneous infrastructures.

Protection against confidential data loss through emails and attachments is also 
provided for Microsoft Exchange Server environments.

Keeping corporate mail free from spam 
and malware

KASPERSKY SECURITY
FOR MAIL SERVER

HIGHLIGHTS

PROTECTION FROM MALWARE THREATS 
Powerful protection from malware is provided by Kaspersky’s 
award-winning anti-malware engine, supported in real time by the 
cloud-assisted Kaspersky Security Network, together with proactive 
exploit protection and malicious URL filtering.  

ANTI-SPAM PROTECTION
For Microsoft Exchange and Linux-based mail servers, Kaspersky’s 
cloud-assisted anti-spam engine has been proven to block up to 
99.96 percent of time- and resource-wasting spam, with minimal 
false positives. 

DATA LOSS PROTECTION AND CONTROL  
(MICROSOFT EXCHANGE SERVERS)  
By identifying the inclusion of business, financial, personal and 
other sensitive data in outgoing emails and attachments on 
Microsoft Exchange servers, and controlling the flow of this 
information, Kaspersky Security for Mail Servers keeps your and 
your employees’ confidential data secure and in compliance with 
data protection legislation. Sophisticated analytical techniques, 
including structured data searches and business-specific glossaries, 
help identify suspicious emails, which can then can be blocked. The 
system can even alert the sender’s line manager to the potential 
data security breach.

SIMPLE, FLEXIBLE ADMINISTRATION
User-friendly management and reporting tools and flexible scan 
settings give you efficient control of your mail and document 
security, helping to reduce the total cost of ownership.



• Real-time anti-malware protection 
supported by the cloud-assisted Kaspersky 
Security Network.

• Immediate protection against unknown exploits 
and even zero-hour vulnerabilities.

• Advanced protection against spam — Kaspersky 
Lab’s anti-spam engine blocks more than 99 
percent of unwanted email traffic.

• Data Protection (Microsoft Exchange Servers). 
Detection of confidential information in 
emails and attachments, through categories 
(including personal details and payment card 
data), glossaries and deep level analysis using 
structured data. 

• Real-time cloud-assisted anti-spam scanning 
of all messages on Microsoft Exchange servers, 
including public folders, using Kaspersky 
Security Network.

• On-schedule scanning of emails and Lotus® 
Domino databases.

• Scanning of messages, databases and other 
objects on IBM Domino servers.

• Message filtering by recognized attachment 
format, size and name.

• Easy and convenient anti-malware and anti-
spam database update process.

• Backup storage of data prior to 
disinfection or deletion.

• Scalability and fault tolerance.

• Easy installation and flexible 
integrated administration.

• Powerful notification system.

• Comprehensive reports on network 
protection status.

How to buy

Kaspersky Security for Mail Server can be 
purchased as part of Kaspersky Total Security for 
Business, or as a separate targeted solution. To 
help you choose the most suitable product, please 
consult a Kaspersky reseller.

FEATURES

• Kaspersky Security for Linux Mail Server

• Kaspersky Security for Microsoft Exchange Server

• Kaspersky Anti-Virus for Lotus Notes/Domino

• Kaspersky Security Center

APPLICATIONS INSIDE: 
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